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Part I: Course Information 

 
Effective Term: Spring 2019 
 
COURSE PREFIX:  IST 294  COURSE TITLE:  IT and Data Assurance I 
CONTACT HOURS:  5   CREDIT HOURS:  3 
 
RATIONALE FOR THE COURSE: 
This course covers special topics in information sciences technologies 
 
COURSE DESCRIPTION:  
This course introduces methods for attacking a network. Concepts, principles, tools, and techniques 
for attacking and disabling a network will be covered in the context of understanding how to properly 
secure a network as a network administrator. 
 
PREREQUISITES/CO-REQUISITES: 
Credit Level IST 266 Minimum Grade of C 
 
REQUIRED MATERIALS: 
This course does not require a book, however, an e-book is provided by the instructor. Please see the 
addendum for further information. Use the direct link to the BOOKSTORE. 
 
 
ADDITIONAL REQUIREMENTS: 
This class will require considerable time and effort outside of the regular class lab hours in order to 
successfully complete the projects, labs, and exams. 
 
USB Jump Drive 
 
All assignments are due by the due date and time, no exceptions. Student must schedule time on 
campus in a computer lab to complete assignments until the student home computer is working 
properly. 
 
TECHNICAL REQUIREMENTS: 
Access to Desire2Learn (D2L), HGTC’s student portal for course materials. 
WaveNet and D2L email access and Netacad 
Students should have a good working knowledge of how to use the Internet. 
 

https://hortec.bncollege.com/webapp/wcs/stores/servlet/TBWizardView?catalogId=10001&langId=-1&storeId=51560
https://hortec.bncollege.com/webapp/wcs/stores/servlet/TBWizardView?catalogId=10001&langId=-1&storeId=51560
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Web browser, Comodo Ice Dragon, Mozilla Firefox or Google Chrome are preferred 
We will be using notepad++ and FileZilla for this course.  These are free downloads that can be 
accessed by the student for use at home. 
 

CLASSROOM ETIQUETTE: 
As a matter of courtesy to other students and your professor, please turn off cell phones and other 
communication/entertainment devices before class begins. If you are monitoring for an emergency, 
please notify your professor prior to class and switch cell phone ringers to vibrate. 
 

NETIQUETTE: is the term commonly used to refer to conventions adopted by Internet users on the web, 
mailing lists, public forums, and in live chat focused on online communications etiquette.  For more 

information regarding Netiquette expectations for distance learning courses, please visit Online Netiquette. 

COURSE LEARNING OUTCOMES and ASSESSMENTS*: 
 

• Ethical Hacking Overview 

• TCP/IP Concepts Review 

• Network and Computer Attacks 

• Footprinting and Social Engineering 

• Port Scanning 

• Enumeration 

• Programming for Security 

• Desktop and Server OIS Vulnerabilities 

• Embedded Operating Systems: The Hidden Threat 

• Hacking Web Servers 

• Hacking Wireless Networks 

• Cryptography 

• Network Protection System 

 

 

EVALUATION OF REQUIRED COURSE MEASURES/ARTIFACTS* 
Students’ performance will be assessed and the weight associated with the various 
measures/artifacts are listed below.  
 
Chapter Tests ................................................................................................................20% 
Assignments ..................................................................................................................20% 

http://www.hgtc.edu/academics/distance_learning/netiquette.html
http://www.hgtc.edu/academics/distance_learning/netiquette.html
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Labs               ...................................................................................................................40% 
Final Exam .....................................................................................................................25% 

Total Points ..............................100% 
 

NOTE:  The final exam cannot be exempted. If you do not take the final exam, you will receive a 
zero (0). You must also take the final at the pre-set time for your course as outlined by the HGTC 
Administration. There are no make-up exams for the final. 
 
*Students, for the specific number and type of evaluations, please refer to the Instructor’s Course 
Information Sheet. 
 
GRADING SYSTEM: 

https://www.hgtc.edu/academics/academiccalendars.html
https://www.hgtc.edu/academics/academiccalendars.html
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http://www.hgtc.edu/sstc
http://www.hgtc.edu/sstc
http://libguides.hgtc.edu/sstc
http://libguides.hgtc.edu/sstc
mailto:techcentral@hgtc.edu
mailto:techcentral@hgtc.edu
http://www.hgtc.edu/techcentral
http://www.hgtc.edu/techcentral
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http://www.hgtc.edu/admissions/testing_center/
http://www.hgtc.edu/admissions/testing_center/
mailto:Jacquelyne.Snyder@hgtc.edu
mailto:Jacquelyne.Snyder@hgtc.edu
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mailto:Melissa.Batten@hgtc.edu
mailto:Melissa.Batten@hgtc.edu
mailto:Jacquelyne.Snyder@hgtc.edu
mailto:Jacquelyne.Snyder@hgtc.edu

